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Abstract 

The Information Technology Services Department of PT 
Pupuk Sriwidjaja (PUSRI) Palembang relies heavily on 
internet network access to support a wide range of 
operational activities and to provide Information 
Technology (IT) services for various departments within the 
company. However, internet access within the IT Services 
Department must be tightly regulated and secured. One of 
the network security mechanisms applied is the firewall 
filtering method. Firewall filtering is used to protect network 
systems from SYN Flood attacks, prevent unauthorized 
access, and block potential threats from hacker activities. The 
firewall filtering mechanism inspects all incoming TCP 
connections, opens or blocks network ports such as ports 22 
and 80, and filters source IP addresses, port ranges, and 
suspicious traffic patterns. By implementing a network 
security system against SYN Flood attacks, the network 
becomes more stable and secure and can operate normally 
without concerns about SYN-based disruptions or other 
forms of illegal access. 
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Introduction 

 
The internet has evolved into a fundamental backbone for global information 

technology development, enabling seamless connectivity across individuals, corporations, and 
government institutions. Its widespread adoption has transformed how people access 
information, communicate, and operate digital services across numerous sectors. Daily 
activities—ranging from online transactions and cloud computing to data sharing and remote 
work—depend heavily on stable and secure network infrastructures. However, alongside these 
advances, substantial risks have emerged, particularly in the realm of cybersecurity. Threats 
such as data breaches, malware infections, unauthorized intrusions, and large-scale service 
disruptions illustrate the growing complexity of cyberattacks in the digital age. 

In Indonesia, the increasing reliance on the internet is reflected in the rising number of 
internet users. The Asosiasi Penyelenggara Jasa Internet Indonesia (APJII) reported that by 
2024, internet penetration had reached 221.563 juta pengguna, marking an increase of 1.4% 
from the previous year. While this growth supports digital transformation across sectors, it 
simultaneously expands the potential attack surface for cybercriminals. Reports from the 
Badan Siber dan Sandi Negara (BSSN) indicate that Indonesia continues to experience 
numerous cyberattacks, with significant incidents of data loss recorded between January and 
August 2021. These findings underscore persistent gaps in public awareness and institutional 
readiness regarding network security (Nuroji et al., 2023). 

Among the various cyber threats, the SYN Flood attack is recognized as one of the most 
common and disruptive forms of Distributed Denial-of-Service (DDoS) attacks. A SYN 
Flood attack works by sending massive volumes of spoofed SYN requests to a server to 
exhaust its resources and prevent legitimate connections. These attacks can destabilize 
network performance, overwhelm firewalls, and even render critical systems inoperable. As 
highlighted by Indar Parawansa et al. (2024), such disruptions do not merely affect digital 
operations—they also create severe economic, social, and organizational repercussions. In 
sectors such as healthcare, transportation, and public security, the consequences may escalate 
toward threats to human safety. 

Recognizing these risks, implementing strong and effective network security 
mechanisms has become essential. Core protections, including firewalls, intrusion detection 
systems, antivirus solutions, and robust authentication protocols, act as defensive layers to 
maintain the confidentiality, integrity, and availability of information systems. These measures 
are also designed to prevent unauthorized access, detect suspicious traffic behavior, and 
minimize the risk of operational failures. However, the sophistication of modern attacks 
requires continuous enhancement of defensive technologies and proactive monitoring 
strategies. 

Within this context, the IT Service Department of PT PUSRI Palembang faces a critical 
challenge. The department provides essential computer network access for employees and 
interns, supporting daily business operations across the organization. Yet, frequent service 
interruptions and periods of downtime have severely impacted performance and productivity. 
Initial assessments indicate that these disturbances are primarily triggered by SYN Flood 
attacks, which overload network resources and disrupt internal connectivity. As a result, 
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employees experience slow response times, unstable services, and temporary loss of access to 
critical applications. 

Given the significant implications of these disruptions, urgent improvements in network 
security and optimization are required. To prevent unauthorized access, mitigate SYN Flood 
attacks, and ensure stable network performance, the IT Service Department must strengthen 
its infrastructure with advanced protection mechanisms, including enhanced firewall filtering, 
traffic monitoring, and packet inspection. By reinforcing network defenses, the organization 
can preserve operational continuity, protect digital assets, and support a safer and more 
resilient technological environment. 

 
Methodology 

 
PPDIOO Method   
 The research applies the PPDIOO methodology, an acronym for Prepare, Plan, Design, 

Implement, Operate, and Optimize, developed by Cisco. This methodology provides a 
systematic sequence of steps for identifying and solving network-related problems (Novianto 
et al., 2022). 

 
Prepare   
This stage involves identifying and understanding SYN Flood attacks and illegal access 

mechanisms. Hardware and software requirements are also assessed, including Mikrotik 
routers, monitoring servers, switches, Winbox Tools, Zenmap, Pentmenu, Metasploit, and 
Kali Linux. 

 
Plan   
Data collection planning is carried out to evaluate network security conditions and 

determine the analysis scope. 
 
Design   
The network design phase includes creating testing schemes, configuring security 

mechanisms, and defining detection and response strategies for SYN Flood attacks in the IT 
Service Department. 

 
Implement   
Implementation is carried out according to the designed network architecture. This 

includes installing and configuring firewall filtering, SYN Flood protection, and access control 
mechanisms. 

 
Operate   
Operational testing is conducted to evaluate security performance under SYN Flood 

attack scenarios and to assess network stability. 
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Figure 1. PPDIOO Method 

 
Data Collection Methods   
The study utilizes the following data collection techniques: 
1. Observation, Direct observations were conducted to identify problems related to 

network instability and to monitor system behavior during attacks. 
2. Interview, Discussions were held with IT Service staff at PT PUSRI Palembang to 

gather relevant information for the analysis. 
3. Literature Review, Supporting literature was collected from books, journals, articles, 

and online sources related to SYN Flood attacks, firewall filtering, and network 
security. 

Research Design 
Research design outlines the complete plan for the study, from preparation to 

evaluation. The following stages represent the attack testing scheme: 

• Attackers perform port scanning to identify open ports. 

• Open ports such as TCP, UDP, FTP, and SSH are identified. 

• Attackers initiate SYN Flood attacks exploiting discovered open ports. 

• SYN packets are sent to the router at IP Address 10.10.19.185/24. 

• The attack results in severe router performance degradation and network 
instability. 

Table 1. IP Address Allocation 

Device 
Name 

Interface IP Address Network Description 

Router Ether1 10.10.19.185/24 10.10.19.0/24 Internet 

User 1 Ethernet 192.168.10.1/24 192.168.10.0/24 Wired Access 

User 2 Wireless 192.168.1.1/24 192.168.1.0/24 Wi-Fi Access 

Attacker 1 Ethernet 10.10.19.0/24 – External Attacker 

Attacker 2 Ethernet 192.168.10.0/24 – Local Attacker 
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Figure 2. SYN Flood Attack Scenario on Target IP 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3. SYN Packet Transmission by Attacker 
 
Attackers targeted port 80 on IP 10.10.19.185 and sent 20,000 SYN packets with 40 

headers, overwhelming the server. 
 
Results  

 
SYN Flood Attack Activity   
SYN Flood attacks caused significant increases in network traffic. As shown:  Tx/Rx 

rate increased from 310.0 kbps to 4.1 Mbps.  Incoming packets rose from 41 p/s to 8,150 p/s.  
CPU usage reached 100%, indicating system overload. 
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Figure 3.1. Network Traffic During SYN Flood Attack 
These metrics indicate severe performance degradation and network instability. 
 
Detection of Attacker IP Address   
Firewall configuration successfully detected and recorded the attacker’s IP address. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3.2. IP Address Captured After Firewall Configuration 
The Address List feature allowed administrators to block malicious IP addresses 

efficiently. 
 
 
Attack Indicators   
 

Table 2. Attack Indicators Before and After Firewall Filtering 

No Indicator Before Firewall After Firewall 

1 Packet Volume High Low 
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No Indicator Before Firewall After Firewall 

2 Server Response Slow Fast 

3 CPU Load High Low 

4 Network Traffic High Low 

5 Bandwidth Usage High Normal 

6 Network Performance Slow Fast 

 
Before Firewall Filtering   

• Packet volume extremely high   

• Server overwhelmed and unable to respond   

• CPU load excessive   

• Network traffic significantly increased   
After Firewall Filtering   

• Packet volume drastically reduced   

• Server responds rapidly   

• CPU returns to normal condition   

• Bandwidth stabilized   

• Network improves and operates optimally 
 

Discussion 

The implementation of firewall filtering successfully mitigated SYN Flood attacks. After 
the filtering configuration:   

• Malicious traffic was effectively blocked.   

• CPU load decreased significantly.   

• Network performance improved and stabilized.   

• Unauthorized access attempts were prevented.   
Firewall filtering proved capable of identifying SYN packet patterns and blocking 

suspicious or abnormal traffic. 
 

Conclusion and Recommendations 
 
Based on the research titled “Implementation of a Network Security System Against 

SYN Flood Attacks and Unauthorized Access Blocking Using Firewall Filtering in the IT 
Service Department of PT PUSRI Palembang”, the following conclusions are drawn: 

1. Firewall filtering on Mikrotik routers effectively prevents SYN Flood attacks. The 
firewall filters and identifies SYN attack patterns, blocking or limiting access from 
suspicious IP sources.   

2. Network performance becomes more stable and secure after applying firewall 
filtering. The network operates normally without concerns about SYN Flood attacks 
or unauthorized access. 
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Strengthening network security using firewall filtering is highly recommended to ensure 

user safety, maintain service continuity, and increase network reliability. 
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